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Abstract—Pub/sub messaging is a promising design pattern
that relies on a centralized component called the broker, which
routes messages to different devices. Due to its prominent role,
the broker must be capable of providing high quality services
under heavy workload. In this letter, we evaluate the resource
consumption of state-of-the-art fuzzing frameworks, thereby
understanding the degree to which brokers are tested before
deployment. Our results attest that only one framework shows
the most promise for memory-intensive testing, outperforming
its counterparts by more than 20%. We conclude the letter by
highlighting shortcomings that prevent existing frameworks from
consuming considerable system resources.

Index Terms—MQTT, Fuzzing, Testing, Publish-Subscribe,
Smart Cities, IoT.

I. INTRODUCTION

The Internet of Things (commonly abbreviated as IoT)
is an adaptive, complex, and global network of physical
devices such as sensors and actuators, which interact with
one another through standard communication protocols. The
evolution of IoT technologies and protocols has led to the
emergence of Smart Cities, which are expected to play a
pivotal role in the global economy [1]. The main goal of a
smart city is to improve the lives of its citizens through the use
of IoT technologies. Centralized pub/sub architectures have
been adopted for several smart city applications, including
transportation systems, traffic control, and healthcare services.
In a centralized pub/sub architecture, data transmission and
storage fall under the responsibility of a single entity called
the broker [2], which forwards messages from publishers to
subscribers.

A major disadvantage of centralized architectures, when
compared to their distributed counterparts, is that the broker
most often becomes a performance bottleneck. In the worst
case scenario, a performance bottleneck leads to a Denial of
Service (DoS), which has negative effects, especially in large-
scale environments such as smart cities. For example, the lack
of transport services is detrimental to citizens and city revenue;
the absence of traffic control systems may increase the number
of car accidents; and unavailable healthcare systems can delay
urgent medical procedures or appointments.

DoS attacks can also be performed intentionally to either
flood or crash the target system. Both of these outcomes
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usually occur by elevating the CPU and memory usage of
the broker to such a degree that its functionality is affected.
According to the MITRE Corporation [3], uncontrolled re-
source consumption has a high probability of leading to an
exploit. In fact, resource-related vulnerabilities rank within the
top 25 most dangerous software weaknesses [3]. Furthermore,
resource exhaustion is one of the most common types of DoS
attacks in IoT according to the literature [4].

The robustness of the broker therefore plays a key role in
the success and reliability of smart city applications, which
must be capable of providing high quality services under
heavy workload. A DoS can be mitigated or avoided altogether
if the robustness of the broker is tested thoroughly before
deployment, thereby guaranteeing its reliability in real-world
environments [5]. The robustness can be tested through several
techniques, with the most common being fuzz testing [6],
which involves sending random messages to a target system
and then monitoring its behavior for potential weaknesses such
as performance bottlenecks.

The MITRE Corporation lists fuzzing as one of the three
main detection methods for resource-exhaustion problems [3].
However, in order to guarantee that the broker is robust and
reliable enough against performance bottlenecks or issues in
smart cities, a fuzz testing tool (or fuzzer) should perform
CPU- and memory-intensive tests [7]. Despite the wide range
of broker fuzzers at our disposal, there is a lack of informa-
tion in the literature regarding their capabilities to perform
resource-exhaustion attacks during the test run.

In this letter, we evaluate how existing fuzzing strategies
impact the CPU and memory usage of the broker during
testing. Although there have been several publications about
the broker’s performance while under heavy workload [8],
none have evaluated the capabilities of existing fuzzing tools
for stress-testing purposes. To the best of our knowledge,
we are the first to investigate about the fuzzers’ capabilities
in regards to resource exhaustion. This letter also highlights
questionable design choices that prevent existing fuzzers from
consuming more system resources.

We focus on broker implementations and fuzzers of the
Message Queuing Telemetry Transport (MQTT) protocol,
which is the most widely-used IoT and pub/sub proto-
col for smart city applications [9]. Research studies have
demonstrated that IoT protocols such as MQTT are ex-
tremely vulnerable to resource-exhaustion attacks [10]. Since
2016, at least ten vulnerabilities related to memory man-
agement have been triggered in MQTT brokers. Examples
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of memory-management vulnerabilities are CVE-2016-10523,
CVE-2017-2894, CVE-2017-7651, CVE-2018-17614, CVE-
2018-19417, CVE-2018-19587, CVE-2018-5879, CVE-2018-
8531, and CVE-2019-12951. All of the aforementioned vul-
nerabilities were triggered by sending malicious or malformed
packets to the broker, which is a common practice among
cyberattackers.

This letter is organized as follows. Section II explains the
evolution of MQTT broker fuzzing over time. Section III
presents the evaluation criteria for MQTT fuzzers across the
literature. Section IV describes our experiment setup and
the performance achieved by MQTT fuzzers in terms of the
broker’s CPU and memory usage. Section V discusses the
experiment results. Finally, Section VI marks the conclusions
of this paper, and proposes future work.

II. EVOLUTION OF MQTT BROKER FUZZING

MQTT fuzzing dates back to more than a decade ago [11],
when IoT and smart cities began to gain prominence.
Scapy’s fuzz() function [12], mqtt_fuzz [13], and
Defensics [14] were among the first MQTT fuzzers to
emerge during this period, each having its own distinct in-
put generation mechanism. mqtt_fuzz is classified as a
mutation-based fuzzer, meaning it introduces small changes to
existing inputs. Defensics and Scapy’s fuzz() function
are generation-based fuzzers, meaning inputs are generated
from scratch. The main difference between the generation-
based fuzzers lies in their level of knowledge of MQTT. For
example, Scapy’s fuzz() function lacks a complete under-
standing of the message syntax. Despite using simple testing
strategies, the first three fuzzers helped set the foundation for
subsequent techniques.

For the next few years, research on MQTT fuzzing lacked
considerably. It was only until the release of the Polymorph
framework [15] that MQTT fuzzing became renown as a
necessary research field to further improve the robustness
and reliability of brokers in smart cities. The Polymorph
framework aims to mitigate the limitations of its predecessors
by using a proxy-based approach. The success and popularity
of the Polymorph framework led to the emergence of seven
MQTT fuzzers from 2020 to 2022.
Multifuzz [16] and AFLNet-MQTT [17] use ge-

netic algorithms to generate coverage-increasing test cases.
CyberExploit [18] generates attack scenarios to detect
vulnerabilities in MQTT brokers. Sochor et al. 2020 [19]
integrate attack patterns based on known vulnerabilities into
their fuzzer to outperform previous approaches. The automata
learning algorithm by Aichernig et al. 2021 [20] automatically
understands the different states of the broker. MQTTGRAM and
its variants [21] use a grammar to achieve high code and state
coverage. FUME [22] carefully chooses between mutation- and
generation-guided fuzzing to achieve optimal results.

It is worth noting that most of the aforementioned broker
fuzzers do not receive any feedback whatsoever about the
quality of the test cases. The sole exceptions are Multifuzz
and AFLNet-MQTT, which receive only coverage-related
feedback during testing.

III. EVALUATION CRITERIA FOR EXISTING MQTT
FUZZERS

Despite their differences, broker fuzzers have proven to
be successful for their intended purpose. The success or
effectiveness of each fuzzing technique is measured differently
across research studies. However, resource-related metrics are
barely used in the literature. To the best of our knowledge, only
Hernandez et al. [15] evaluated their fuzzer by considering the
CPU consumption of the broker.

A resource-guided fuzzer receives and analyzes resource-
related feedback about the system under test while fuzzing.
Although none of the aforementioned broker fuzzers are
designed specifically for resource-intensive purposes, it is
important to evaluate their stress-testing capabilities because
of three reasons. First, open-source resource-guided fuzzers
designed specifically for MQTT brokers are nonexistent. De-
velopers have two choices: (1) develop their own resource-
guided fuzzer from scratch; or (2) use and extend an ex-
isting framework to perform stress testing. Developers have
thus far preferred the latter, as evidenced by the research
studies conducted by Fehrenbach 2018 [23] and Morelli et
al. 2021 [24], which propose to use or extend an open-
source MQTT fuzzer to perform more complex resource-
exhaustion attacks. Second, the tools proposed by Fehrenbach
2018 [23] and Morelli et al. 2021 [24] are proprietary, meaning
developers have no choice but to select one of the state-
of-the art fuzzing frameworks evaluated in our experiments.
As such, it is important for developers to be aware of the
capabilities and shortcomings of each open-source fuzzer in
order to select the most appropriate for testing purposes. Third,
although there exists open-source resource-guided fuzzers such
as MEMLock [25] or ResFuz [26], they are incompatible
with network-based target systems such as brokers, meaning
developers are more likely to use and extend the open-source
fuzzers evaluated in our experiments.

IV. PERFORMANCE EVALUATION

Fig. 1 presents the architecture of our testbed, whose main
purpose is to monitor CPU and memory usage of the broker
while fuzzing.

Fuzzer Broker

Logs

Host Machine

Host Monitor

Virtual Machine

Virtual Monitor

Fig. 1. Testbed (Both the host and virtual machines have an Intel(R) i7-2700K
CPU @ 3.50GHz, and run the Ubuntu 16.04.6 LTS x86 64 operating system.
The host machine has 16 GB of RAM, whereas its virtual counterpart has
only 1 GB.)

For this letter, we evaluated six open source MQTT
fuzzers [12], [13], [18], [20], [21], [22]. We chose
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Mosquitto 1.6.8 (released on 11/28/2019) as the target
broker because of its considerable popularity in the litera-
ture [27]. Mosquitto and the MQTT fuzzers were evaluated us-
ing default settings. The CPU and memory usage of Mosquitto
are monitored throughout the fuzzing campaigns. The more
CPU- and memory-intensive inputs are sent to the broker,
the higher the probability of finding resource-exhaustion bugs.
Fuzzing campaigns are repeated 100 times in order to calculate
the average and standard deviation for each stopping criterion.
We conducted two separate experiments, each satisfying a dif-
ferent stopping criterion. For the first experiment, the fuzzers
are executed until a certain time has elapsed (30 minutes).
For the second experiment, the fuzzers are executed until a
specific number of packets has been exchanged with the broker
(8000). Resource usage is measured after every three minutes
and after 500, 1000, 2000, 4000, 6000, and 8000 packets. We
refer to fuzzers either by their designated name (if available)
or main characteristic. For simplicity purposes, we will refer
to the fuzzer by Aichernig et al. 2021 [20] as learner in
the remainder of this paper due to lacking a formal name.

Fig. 2 presents the CPU usage of Mosquitto when fuzzing
for 30 minutes. It is worth noting that the figures in this
section present the results of only one variant of MQTTGRAM
(mqttgram-cf) because it performs nearly identical to
mqttgram-c.
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Fig. 2. Average CPU Usage of Mosquitto during 30 minutes.

Among all MQTT fuzzers, FUME consumes the most
CPU resources on Mosquitto, followed by mqtt_fuzz and
learner respectively. The CPU usage by FUME ranges from
1.05% to 1.23%, and peaks at 2.40%. mqtt_fuzz consumes
at most 1.50% of the CPU, and normal usage ranges from
0.92% to 1.07%. learner uses up to 0.40% of the CPU,
and average consumption is fairly consistent throughout 30
minutes, remaining mostly at 0.30%. Peak CPU usage when
testing with fuzz() and CyberExploit is slightly lower
than its counterparts, reaching at most 0.30% and 0.20%
respectively. Average CPU usage by both fuzzers is mostly
consistent throughout 30 minutes, ranging from 0.10% to
0.14%. Finally, both variants of MQTTGRAM perform mostly
the same, with mqttgram-c and mqttgram-cf using at
most 0.10% and 0.20% respectively. Average CPU usage by
both grammar-based approaches remains at 0.10% throughout
most of the fuzzing campaign.

Based on our time-based experiments, all MQTT fuzzers
are incapable of creating CPU-intensive scenarios that test the
broker’s performance under heavy workload. The results of the
packet-based experiments, shown in Fig. 3, further confirm this
limitation.
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Fig. 3. Average CPU Usage of Mosquitto when exchanging 8000 packets.

Fig. 4 presents the memory usage of Mosquitto when
fuzzing for 30 minutes.
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Fig. 4. Average Memory Usage of Mosquitto during 30 minutes.

FUME peaks Mosquitto’s memory usage at 43.50%, outper-
forming all other state-of-the-art fuzzing techniques combined.
The memory usage by learner peaks at 6.10%, followed
by mqtt_fuzz at 5.80%, and mqttgram-cf at 4.90%,
respectively. The memory usage by FUME ranges from 4.93%
to 22.39%, increasing at a higher rate than those of its coun-
terparts. The percentage increase may be directly linked to the
network traffic during testing. For example, FUME exchanges
544,082 packets with Mosquitto in 30 minutes, outperforming
all other fuzzers by a wide margin. In fact, mqtt_fuzz gen-
erates over 50% less network traffic (218,557) than FUME in
the same time frame. Similarly, mqtt_fuzz exchanges over
50% more packets with the broker than learner (75,855).
Despite outperforming learner, mqtt_fuzz consumes
only from 3.71% to 4.04% of memory on average. In con-
trast, learner increases Mosquitto’s memory usage from
1.59% to 6.08%. According to our results, a broker’s memory
consumption seems to increase at a higher rate when testing
MQTT 5.0, as is the case of FUME and learner. The latter
fuzzer consumes less memory at the beginning of the fuzzing
campaign because its interactions with the broker are mostly
short-lived, consisting solely of connection and disconnection
requests. However, learner slightly covers more function-
ality over time by performing publish and subscribe requests,
increasing Mosquitto’s memory usage as a result.

Despite covering more functionality than learner,
mqttgram-cf increases Mosquitto’s memory usage only
from 1.39% to 3.97% on average. Both mqttgram-c and
CyberExploit consume at most 3.70% of Mosquitto’s
memory, and their average usage is nearly identical. The
former’s memory usage ranges from 1.32% to 3.57%, whereas
the latter’s from 1.33% to 3.65%. Among all fuzzers for
MQTT brokers, fuzz() underperformed the most in terms of
Mosquitto’s memory usage, consuming at most 2.90%. Aver-
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age memory usage by fuzz() ranges from 1.30% to 2.89%
throughout 30 minutes. Despite covering less functionality
than most of its counterparts, learner consumes more mem-
ory on Mosquitto than most fuzzers at the end of 30 minutes,
except for FUME. More specifically, learner outperforms
mqtt_fuzz, despite the latter exchanging considerably more
packets with the broker than the former. In fact, all fuzzers
compatible with MQTT 5.0 have the largest percent increase
from 3 to 30 minutes. For example, mqtt_fuzz increases
memory usage by up to 0.33% from 3 to 30 minutes, whereas
learner increases memory usage by up to 4.50% in the
same time frame.

Similarly, fuzz() uses the least amount of memory when
exchanging up to 8000 packets with Mosquitto, as shown in
Fig. 5.

0
2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

1
2
3
4
5

Packets

U
sa

ge

FUME

0
2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

Packets

mqtt fuzz

0
2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

Packets

learner

0
2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

Packets

CyberExploit

0
2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

Packets

fuzz()
0

2
,0
0
0

4
,0
0
0

6
,0
0
0

8
,0
0
0

Packets

mqttgram-cf

Fig. 5. Average Memory Usage of Mosquitto when exchanging 8000 packets.

In fact, fuzzers that cover the least amount of functionality
seem to consume fewer memory resources than their counter-
parts. For example, fuzz() and CyberExploit perform
roughly the same, consuming at most 1.60% of Mosquitto’s
memory. The average memory usage by both fuzzers ranges
from 1.11% to 1.60%. Despite learner ranking second-
best in terms of memory usage at the end of 30 minutes, it
ranks as the third lowest when exchanging up to 8000 packets,
consuming at most 1.70% of memory. Average memory usage
by learner ranges from 1.20% to 1.69%. mqttgram-c
and mqttgram-cf perform slightly better than the afore-
mentioned approaches, using at most 2.10% and 2.20% of
memory respectively. More specifically, mqttgram-cf per-
forms better than mqttgram-c overall, consuming from
1.20% to 2.13% of memory on average. Memory usage
by mqttgram-c ranges from 1.19% to 1.98%. Among
all fuzzers, mqttgram-cf has the largest percent increase
(0.93%) when exchanging up to 8000 packets with Mosquitto,
followed by mqttgram-c (0.78%). However, it is worth
noting that learner outperforms both mqttgram-cf and
mqttgram-c at the end of 30 minutes because it exchanges
more packets with the broker than the aforementioned ap-
proaches, hence the importance of evaluating fuzzers based on
the number of packets. Among all fuzzers, mqtt_fuzz has
the highest average memory usage, which ranges from 2.99%
to 3.60%. The minimum value (2.99%) is higher than all
standout performances of nearly every fuzzer except for FUME,
which consumes at most 4.80% of memory resources, whereas
mqtt_fuzz uses at most 4.60%. Although FUME has the
highest standout performance (4.80%) among all fuzzers, its
average memory usage ranges from 1.57% to 2.18%, meaning

it is slightly outperformed by mqtt_fuzz.

V. DISCUSSION

Although fuzzers underperformed in terms of the brokers’
CPU consumption, their results provide insight into two in-
effective strategies to avoid for future work. First, sending a
considerable amount of packets, as is the case of mqtt_fuzz
and FUME, does not increase the CPU usage considerably.
Second, performing publish requests with long topic names, as
is the case of FUME and CyberExploit, also consumes few
CPU resources on Mosquitto. Future work should be directed
towards improving these strategies. For example, running
multiple instances of fuzzers simultaneously could potentially
increase the CPU usage of the broker. Future research could
analyze the effectiveness of fuzzers when running multiple
instances, exploring strategies that increase CPU resources and
hinder the performance of the broker.

There are also several opportunities for future work con-
sidering the lessons learned from Mosquitto’s memory usage
while fuzzing. First, performing multiple requests simultane-
ously and successively seems to be an effective strategy to
consume more of the broker’s memory. In this letter, we refer
to performing multiple requests simultaneously as sending
multiple requests in a single packet to the broker, whereas
performing multiple requests successively refers to sending
multiple packets one after the other without waiting for a
response from the broker. Future work should attempt to
develop fuzzers that apply both approaches to increase the
broker’s workload.

Second, storing significant amount of user data on the broker
should be performed in order to increase memory usage during
testing. This task can be accomplished by disabling clean
sessions and enabling retained messages when performing
connection and publish requests respectively. Storing user
sessions and topic messages can increase the broker’s memory
usage because multiple messages will have to be published
by the broker when a client resumes communications or
subscribes to a given topic. Furthermore, topic filters with
wildcard characters, such as # or +, should be used to receive
multiple publish messages from the broker.

Third, MQTT 5.0 sessions are more memory intensive
than their older counterparts. This is evidenced by the
following three observations. First, learner outperforms
CyberExploit in terms of memory usage despite gen-
erating shorter topic names for both publish and subscribe
requests. Second, learner exchanges fewer packets with
the broker than mqtt_fuzz, but still manages to use more
memory. Third, in contrast to mqtt_fuzz, learner stores
neither user- nor subscription-related information in the broker.
The reason for the outperformance of learner stems from
the fact that MQTT 5.0 is a substantial upgrade over its
older siblings, supporting a wide variety of features such as
user properties or subscription options. Thus, most MQTT
5.0 packets possess more fields, meaning the broker must
store additional subscription-related information. For example,
SUBSCRIBE packets in MQTT 5.0 contain more fields for
configuration options, such as scheduled message transmis-
sions, all of which are stored on the broker. User sessions are
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therefore much more memory consuming, which explains why
5.x compatible fuzzers have the largest percent increase over
time.

Our memory consumption analysis of MQTT fuzzers also
reveals different performance rankings for each type of stop-
ping criterion. For example, FUME consumed the most mem-
ory at the end of 30 minutes, followed by learner and
mqtt_fuzz respectively. However, when exchanging the
same number of packets with Mosquitto, mqtt_fuzz ranks
as the most memory-consuming fuzzer on average, whereas
FUME and learner fell to second and third place respec-
tively. The different performance rankings may indicate that
certain strategies are more effective than others in terms of
memory consumption. In fact, when fuzzers generate the same
amount of network traffic (8000 packets), their limitations
in terms of memory consumption become more noticeable.
Considering the research findings presented in this paper,
we strongly recommend developers to incorporate resource-
exhaustion techniques into their MQTT fuzzers.

VI. CONCLUSIONS

MQTT brokers are currently being deployed to large-scale
scenarios such as smart cities. In that regard, the broker
should be robust enough to handle requests from its citizens.
Several fuzzers are made available to developers for testing-
purposes. However, developers are unaware of the fuzzers’
shortcomings in terms of resource-exhaustive testing. This
letter presented a performance evaluation of most open-source
fuzzers in the literature. Our results confirm that current
fuzzers are incapable of intensively testing both the broker’s
CPU and memory. Among existing fuzzers, FUME shows
the most promise for resource-intensive testing, peaking the
memory usage of the broker at 43.5%. The main and common
drawback of existing fuzzers is their lack of semantic test cases
for the broker’s pub/sub functionality. Developers can use the
guidelines presented in this letter to either improve existing
fuzzers or incorporate them into their own testing tool. For
future work, we plan to develop a simple traffic generator in
order to provide baseline results against which to compare
the performance of existing and subsequent fuzzers. We also
plan to develop a resource-intensive fuzzer considering the
lessons learned from this research. For future work, we will
also conduct experiments with other broker implementations
such as Moquette, HiveMQ, VerneMQ, and RabbitMQ.
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